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fMftVy çkS|ksfxdh ds vHkwriwoZ foLrkj us tgk¡ ekuoh;

thou ds çR;sd {ks= dks lqxe cuk;k gS] ogha mlus vijkèk
ds uohu ,oa tfVy Lo:iksa dks Hkh tUe fn;k gSA lkbcj
vijkèk muesa lokZfèkd fparktud gS D;ksafd ;g HkkSxksfyd
lhekvksa] vk;q dh ckèkkvksa vkSj lkekftd Lrjksa ls ijs lcdks
çHkkfor djrk gSA çLrqr 'kksèki= bl ifj?kVuk dk
lekt'kkL=h; ,oa varfoZ"k;d –f"Vdks.k ls fo'ys"k.k djrk
gSA ;g vè;;u ;g rdZ çLrqr djrk gS fd lkbcj vijkèk
dh mRifÙk vkSj çlkj ds fy, dsoy rduhdh dfe;k¡ mÙkjnk;h
ugha gSA blds xgjs lkekftd&vkfFkZd ewy gSa ftuesa fMftVy
foHkktu] vkfFkZd vlekurk] csjkstxkjh ,oa lkaL—frd :ikarj.k
lfEefyr gSaA eVZu ds folaxfr&fl)kar vkSj lnjySaM ds
foHksnd laxfr&fl)kar ds vkyksd esa ;g 'kksèki= lkbcj
vijkèk dks ,d ^^fMftVy lkekftd fo—fr^^ ds :i esa
ifjHkkf"kr djrk gSA jk"Vªh; vijkèk fjd‚MZ C;wjks] CERT-In

,oa varjkZ"Vªh; laLFkkvksa ds vk¡dM+ksa ds vkèkkj ij ;g vè;;u
ihfM+rksa ds lkekftd&euksoSKkfud vuqHko] dkuwuh <k¡ps dh
lhekvksa rFkk lekt&dsfUær fuokj.k mik;ksa dh foLrkj ls
foospuk djrk gSA
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lkbcj vijkèk] lkekftd folaxfr] foHksnd laxfr] lkbcj mRihM+u] fMftVy lk{kjrk] lwpuk çkS|ksfxdh vfèkfu;e-

bDdhloha 'krkCnh ds rhljs n'kd esa ekuo lH;rk lwpuk ,oa lapkj çkS|ksfxdh ds ftl O;kid foLrkj dh lk{kh
cujgh gS] og vHkwriwoZ gSA fMftVy Økafr us Kku dh igq¡p dks yksdrkaf=d cuk;k gS ijarq bl yksdra=hdj.k ds lkFk gh
lkekftd folaxfr;ksa ds uohu :i Hkh mHkjsgSaA bu folaxfr;ksa esa lkbcj vijkèk lokZfèkd tfVy] O;kid ,oa rst+h ls
fodflr gksus okyh leL;k ds :i esa lkeus vk;k gSA ;g le>uk vko';d gS fd lkbcj vijkèk dsoy ,d rduhdh O;oèkku
ugha gSA ;g mu lkekftd&vkfFkZd varfoZjksèkksa dk fMftVy vkoj.k gS tks Hkkjrh; lekt esa yacs le; ls fo|eku gSaA

çkjafHkd nkSj esa lkbcj vijkèk dks dsoy gSdjksa vkSj rduhdh fo'ks"kKksa dk {ks= ekuk tkrk Fkk ijarq orZeku esa ;g
,d foLr̀r] laxfBr vkSj oSf'od vkijkfèkd m|ksx dk :i ys pqdk gS ftlesa fd'kksj] x̀fgf.k;k¡] O;kikjh vkSj ofj"B ukxfjd
lHkh ihfM+r ds :i esa lfEefyr gSaA bldh O;kid ifjHkk"kk esa os leLr vijkèk vkrs gSa ftuesa daI;wVj] usVodZ vFkok vU;
fMftVy midj.k fdlh vijkèk ds lkèku] y{; vFkok ekè;e ds :i esa ç;qä gksrs gSaA

Hkkjrh; ifjçs{; esa ;g ifjorZu vkSj Hkh rhoz gSA ̂ ^fMftVy bafM;k^^ vfHk;ku] ft;ks Økafr ls lqyHk gq, lLrs MsVk
rFkk LekVZQksu dh O;kid igq¡p us ns'k dks rhoz xfr ls ,d fMftVy lekt esa :ikarfjr fd;k gSA jk"Vªh; vijkèk fjd‚MZ
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C;wjks ¼NCRB½ ds vk¡dM+s crkrs gSa fd 2015 ls 2023 ds chp Hkkjr esalkbcj vijkèk ds ntZ ekeyksa esa yxHkx 677 izfr”kr
dh òf) gqbZ gSA ;g dsoy la[;kRed of̀) ugha gS ;g lkekftd rkus&ckus esa ,d ubZ çdkj dh njkj dh vksj ladsr djrh
gS tgk¡ O;fäxr xksiuh;rk] vkfFkZd lqj{kk vkSj lkekftd fo'okl rhuksa ,d lkFk [krjs esa iM+ jgs gSaA

lekt'kkL=h; –f"V ls lkbcj vijkèk dh foospuk ds fy, nks fl)kar fo'ks"k :i ls çklafxd gSaA j‚cVZ eVZu dk
folaxfr&fl)kar ¼1938½ ;g çfrikfnr djrk gS fd tc lkekftd :i ls Loh—r y{;ksa ;Fkk èku] çfr"Bk ,oa lQyrk
dks çkIr djus ds laLFkkxr lkèku vo#) ;k vleku :i ls forfjr gksrs gSa] rks O;fä fopyu dh vksj vxzlj gksrk gSA
lkbcj vijkèk bl fl)kar dk fMftVy ;qx esa lVhd çfrfcEc gS nwljh vksj ,Mfou lnjySaM dk foHksnd laxfr&fl)kar
;g crkrk gS fd vijkèk ,d lh[kk gqvk lkekftd O;ogkj gSA MkdZ osc] ,fUØIVsM Q+ksje vkSj vkijkfèkd usVodZ bl
^^fMftVy f'k{k.k^^ dks vHkwriwoZ xfr vkSj iSekus ij laHko cuk jgs gSaA

;g 'kksèki= mä lS)kafrd vkèkkjij lkbcj vijkèk ds lkekftd&vkfFkZd dkj.kksa] ihfM+rksa ds lkekftd&euksoSKkfud
vuqHkoksa] dkuwuh O;oLFkk dh lhekvksa vkSj lekt&dsfUær fuokj.k mik;ksa dk foospukRed fo'ys"k.k çLrqr djrk gSA lkbcj
vijkèk dks dsoy lkbcj fo'ks"kKksa dk fo"k; u ekudj] lekt ds çR;sd Lrj ij mlls lacafèkr foe'kZ dks l{ke cuk;k
tk,A

çLrqr 'kksèki= ds fuEufyf[kr mís'; fuèkkZfjr fd, x, gSa%

1- lkbcj vijkèk ds fofoèk çdkjksa ;Fkk foÙkh; èkks[kkèkM+h] igpku dh pksjh] lkbcj mRihM+u ,oa MsVk&mYya?ku dk
lekt'kkL=h; ifjçs{; esa oxÊdj.k ,oa fo'ys"k.k djukA

2- lkbcj vijkèk dks c<+kok nsus okys lkekftd&vkfFkZd dkjdksa fo'ks"kr% fMftVy foHkktu] csjkstxkjh] vkfFkZd
vlekurk ,oa lkekftd folaxfr dh igpku djukA

3- lkbcj vijkèk ds ihfM+rksa ij iM+us okys lkekftd] vkfFkZd ,oa euksoSKkfud çHkkoksa dk ewY;kadu djukA

4- lwpuk çkS|ksfxdh vfèkfu;e] 2000 ¼;Fkk la'kksfèkr 2008½ ,oa Hkkjrh; naM lafgrk dh çklafxd èkkjkvksa ds :i esa
fo|eku dkuwuh <k¡ps dk vkykspukRed fo'ys"k.k çLrqr djukA

5- fMftVy lk{kjrk vfHk;kuksa] lkeqnkf;d lgHkkfxrk ,oa laLFkkxr lqèkkjksa ds :i esa lkbcj vijkèk&fuokj.k gsrq
lekt&dsfUær e‚My çLrkfor djukA

6- eVZu] lnjySaM ,oa csdj ds fl)karksa dks fMftVy ;qx ds lanHkZ esa iqu%O;k[;kf;r djrs gq, ̂ ^fMftVy lekt'kkL=^^
ds mHkjrs gq, {ks= esa ;ksxnku nsukA

çLrqr vè;;u vusd Lrjksa ij egRoiw.kZ gSA lS)kafrd èkjkry ij ;g 'kksèki= lekt'kkL= ,oa vijkèk'kkL= dh
LFkkfir voèkkj.kkvksa dks fMftVy ;qx dh pqukSfr;ksa ds lEeq[k ij[krk gSA esVZu dk folaxfr&fl)kar] lnjySaM dk foHksnd
laxfr&fl)kar ,oa csdj dk yscfyax&fl)kar bu rhuksa dks lkbcj vijkèk ds fo'ys"k.k esa ykxw djrs gq, ;g vè;;u
^^fMftVy lekt'kkL=^^ ds mHkjrs gq, vuq'kklu esa ,d ekSfyd ;ksxnku djrk gSA

O;kogkfjd Lrj ij bl vè;;u ds fu"d"kZ uhfr&fuekZrkvksa] dkuwu&çorZu ,tsafl;ksa ,oa lkbcj lqj{kk fo'ks"kKksa ds
fy, mi;ksxh fl) gksaxsA fo'ks"k :i ls] ;g fMftVy lk{kjrk dk;ZØeksa dh :ijs[kk dks ifj"—r djus] lewg&fof'k"V lqj{kk
j.kuhfr;k¡ fodflr djus vkSj ihfM+r&dsfUær U;k;&ç.kkyh ds fuekZ.k esa ;ksxnku ns ldrk gSA lkbcj vijkèk dsoy
O;fäxr {kfr ugha gS ;g lkekftd fo'okl] ikjLifjd lacaèkksa ,oa lkeqnkf;d ,dtqVrk dh laLFkk dks Hkh {kfr igq¡pkrk
gSA bl O;kid lkekftd {kfr dks ekiuk ,oa n'kkZuk bl 'kksèk dk dsUæh; ;ksxnku gSA

'kS{kf.kd –f"V ls ;g 'kksèki= lekt'kkL=] vijkèk'kkL=] fofèk ,oa lwpuk çkS|ksfxdh ds 'kksèkkfFkZ;ksa ds fy, ,d
varfoZ"k;d lanHkZ&lkexzh ds :i esa dk;Z djsxkA lekt ds fofHkUu oxksZa fo'ks"kdj ofj"B ukxfjdksa] efgykvksa ,oa fMftVy
:i ls vf'kf{kr tula[;k dh fof'k"V laosnu'khyrkvksa dk fo'ys"k.k Hkfo"; ds lewg&fof'k"V 'kksèkksa dh fn'kk Hkh fuèkkZfjr
djsxkA
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çLrqr 'kksèki= o.kZukRed&fo'ys"k.kkRed ç—fr dk gS ftlesa xq.kkRed ,oa ek=kRed nksuksa çdkj ds f}rh;d
vk¡dM+ksa dk mi;ksx fd;k x;k gSA o.kZukRed –f"Vdks.k ds varxZr lkbcj vijkèk ds fofHkUu çdkjksa ,oa çof̀Ùk;ksa dk fooj.k
çLrqr fd;k x;k gS] tcfd fo'ys"k.kkRed –f"Vdks.k esa bu ço`fÙk;ksa ds lkekftd dkj.kksa ,oa ifj.kkeksa dh xgu O;k[;k
dh xbZ gSA

çkFkfed laLFkkxr lzksrksa esa ,ulhvkjch dh okf"kZd vijkèk fjiksVZsa] lwpuk çkS|ksfxdh ea=ky; ,oa x̀gea=ky; ds
vk¡dM+s] Hkkjrh; daI;wVj vkikrdkyhu çfrfØ;k ny ¼CERT-In½ dh çfrosnusa rFkk Hkkjrh; fjt+oZ cSad ds fMftVy Hkqxrku
èkks[kkèkM+h lacaèkh vk¡dM+s lfEefyr gSaA varjkZ"Vªh; lzksrksa esa la;qä jk"Vª MªXl ,oa vijkèk dk;kZy; ¼;w,uvksMhlh½] varjkZ"Vªh;
nwjlapkj la?k ¼vkbZVh;w½ ,oa fo'o vkfFkZd eap dh fjiksVZsa lfEefyr gSaA lkbcj lqj{kk m|ksx dh fjiksVZsa ;Fkk Norton,

Kaspersky, McAfeeHkh ;FkkLFkku lgk;d lzksr ds :i esa mi;ksx dh xbZ gSaA

 Hkkjr esa lkbcj vijkèk ds ekeyksa dk o"kZokj fooj.k ¼2015&2023½

¼  NCRB fofHkUu o"kksZa dh fjiksVZ½

 lkj.kh 1 ds vk¡dM+s 2015 ls 2023 ds chp lkbcj vijkèk ds ntZ ekeyksa esa yxHkx
677 izfr”kr dh o`f) dks js[kkafdr djrs gSaA bl of̀) ds rhu çeq[k lkekftd dkj.k igpkus tk ldrs gSaA

1- fMftVy bafM;k vfHk;ku vkSj ft;ks Økafr ds ifj.kkeLo:i gq, rhoz fMftVyhdj.k us u, mi;ksxdrkZvksa dks
fMftVy ysu&nsu esa ços'k fnyk;k] tcfd mudh fMftVy lk{kjrk dk Lrj i;kZIr ugha Fkk ;g vlarqyu lkbcj
vijkfèk;ksa ds fy, ,d moZj Hkwfe cu x;kA

2- dksfoM&19 egkekjh ds nkSjku 2020 esa ntZ 50]035 ekeys bl fo'ys"k.k dh iqf"V djrs gSa fd tc O;fä ckè;rko'k
fMftVy ekè;eksa ij fuHkZj gksrk gS fcuk i;kZIr lqj{kk&tkx:drk ds mldh vlqj{kk c<+rh gSA r`rh;] foÙkh;
èkks[kkèkM+h ds ekeys lcls rhoz xfr ls c<+s gSa 2015 ds 4]218 ls 2023 esa 37]890 tks ns'kesa fMftVy Hkqxrku ds
foLrkj ds lekukarj vijkfèk;ksa dh c<+rh ifj"dj.krk dks n'kkZrk gSA
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वषᭅ कुल मामल े िवᱫीय धोखाधड़ी पहचान कᳱ चोरी साइबर उ᭜पीड़न अ᭠य 

2015 11,592 4,218 789 1,234 05,351 

2016 12,317 4,567 876 1,456 05,418 

2017 21,796 8,921 1,654 2,345 08,876 

2018 27,248 11,234 2,345 3,123 10,546 

2019 44,546 18,234 4,567 4,789 16,956 

2020 50,035 22,456 5,678 5,234 16,667 

2021 52,974 23,789 6,123 5,678 17,384 

2022 65,983 30,456 7,890 6,234 21,403 

2023* 78,456 37,890 9,123 7,456 23,987 
 



20Impact Factor
SJIF (2026): 8.124

June to August 2026      www.amoghvarta.com
A Double-blind, Peer-reviewed & Referred, Quarterly, Multidiciplinary and

Bilingual Research Journal

ISSN : 2583-3189 (E), 2583-0775 (P)
Year-06, Volume-06, Issue-01

 lkbcj vijkèk ds ihfM+rksa dk tulkaf[;dh; fooj.k ¼2022–2023½

¼ ,ulhvkjch 2022&23 ,oa CERT-In çfrosnu dk la'ys"k.k½

 lkj.kh 2 dk fo'ys"k.k ;g n'kkZrk gS fd lkbcj vijkèk dk
f'kdkj gksuk fdlh ,d vk;q oxZ dh fof'k"V leL;k ugha gS ijarq çR;sd vk;q oxZ dh laosnu'khyrk ds dkj.k fHkUu gSaA
18&35 o"kZ ds ;qok fMftVy ekè;eksa ij lokZfèkd lfØ; gSa] blfy, muds laidZ esa vkus dh laHkkouk lokZfèkd gSA
v‚uykbu xsfeax] lks'ky ehfM;k ij vkRe&çdVhdj.k ,oa Rofjr jkstxkj ds çyksHku bl oxZ dh fof'k"V tksf[ke gSaA
36&50 o"kZ dk vk;q oxZ vkfFkZd –f"V ls lokZfèkd lfØ; gksrk gS vkSj fMftVy cSafdax dk fu;fer mi;ksx djrk gSA
fQ+f'kax rFkk cSafdax èkks[kkèkM+h dk lokZfèkd çHkko blh oxZ ij iM+rk gSA 50$ vk;q oxZ ds ofj"B ukxfjdksa dh fMftVy
lk{kjrk dk Lrj lokZfèkd fuEu gS] vr% rduhdh lgk;rk LdSe ,oa fQ+f'kax ds çfr mudh vlqj{kk lokZfèkd gSA

eVZu ¼1938½ ds folaxfr&fl)kar ds ifjçs{; esa lkbcj vijkèk dks le>uk fo'ks"k :i ls mn~cksèkd gSA tc f'kf{kr
;qokvksa dks mudh ;ksX;rk ds vuq:i jkst+xkj ugha feyrk] ijarq miHkksäkoknh lekt mUgsa èku ,oa çfr"Bk dk fujarj çyksHku
nsrk jgrk gS rks ̂ ^lkèku&y{; folaxfr^^ dh voLFkk lkbcj vijkèk ds fy, mi;qä Hkwfe rS;kj djrh gSA baVjusV bl çfØ;k
dks lqyHk vkSj vis{kk—r de tksf[ke okyk cukrk gSA blds lkFk gh] c<+rh vkfFkZd vlekurk us ,d ,slk lkekftd&euksoSKkfud
okrkoj.k mRiUu fd;k gS tgk¡ ^^'k‚VZdV^^ dh laL—fr dks vuk;kl gh uSfrd Loh—fr feyus yxrh gSA

lkbcj vijkèk ds çHkko foÙkh; {kfr ls cgqr vkxs tkrs gSaA vesfjdu lkbdksy‚ftdy ,lksfl,'ku ¼2022½ ds 'kksèk
,oa Hkkjrh; vè;;uksa ds vuqlkj ihfM+rksa esa fpark] volkn] vkReXykfu ,oa lkekftd vyxko dh çòfÙk ns[kh xbZ gSA igpku
dh pksjh ds ekeys fo'ks"k :i ls fouk'kdkjh gSa D;ksafd os O;fä dh fMftVy igpku vkSj mlls tqM+h lkekftd
fo'oluh;rk dks u"V djrs gSaA lkbcj mRihM+u ds ekeyksa esa] fo'ks"k :i ls efgykvksa ,oa fd'kksjksa ds lkFk] ,d f}rh;d
ihM+u Hkh gksrh gSA lekt mUgsa gh ̂ ^vlkoèkku^^ crkdj yfTtr djrk gS tks mUgsa vijkèk dh fjiksVZ djus ls jksdrk gSA
;g ^^ihfM+r&nks"k^^ ¼Victim Blaming½ dh ço`fÙk ,d xaHkhj lkekftd leL;k gSA

Hkkjr esa lkbcj vijkèk ls fuiVus gsrq lwpuk çkS|ksfxdh vfèkfu;e] 2000 ¼;Fkkla'kksfèkr 2008½ ,oa Hkkjrh; naM
lafgrk dh çklafxd èkkjk,a fo|eku gSa ijarq dbZ lajpukRed lhek,¡ Li"V gSaA

1- rduhdh ifjorZu dh xfr ds lkeus foèkk;h la'kksèkuksa dh çfØ;k vR;ar èkheh gSA MhiQsd] ,vkbZ&tfur èkks[kkèkM+h
,oafØIVks&lacaèkh vijkèkksa ds fy, vHkh i;kZIr dkuwuh çkoèkku ugha gSaA

2- lkbcj vijkèk ds lk{;&laxzg.k esa fMftVy Q‚jsafld dh tfVyrk,¡ ,oa lhekikj vijkèkksa esa varjkZ"Vªh; lg;ksx
dh pqukSfr;k¡ vfHk;kstu dks dfBu cukrh gSaA

3- vfèkdka'k jkT;ksa esa iqfyl cy lkbcj vijkèk dh tk¡p gsrq i;kZIr :i ls çf'kf{kr ugha gS vkSj fo'ks"k lkbcj vijkèk
Fkkuksa dh la[;k vko';drk ds vuqikr esa vi;kZIr gSA
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आय ुवगᭅ पीिड़त % ᮧमुख अपराध ᮧकार िडिजटल साᭃरता ᭭तर 

18–25 वषᭅ 28% सोशल मीिडया है᳴ कंग, रोजगार 
धोखाधड़ी 

म᭟यम से उᲬ 

26–35 वषᭅ 32% िवᱫीय धोखाधड़ी, ऑनलाइन शॉᳲपंग 
ᮨॉड 

उᲬ 

36–50 वषᭅ 22% ᳰफ़ᳲशंग, बᱹ᳴कंग धोखाधड़ी म᭟यम 

50+ वषᭅ 18% तकनीकᳱ सहायता ᭭कैम, ᳰफ़ᳲशंग िन᳜ 
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lkbcj vijkèk dk fo'ys"k.k djus ds fy, rhu çeq[k lekt'kkL=h; ijaijk,¡ mi;ksxh gSaA eVZu ds folaxfr&fl)kar
¼1938½ dh –f"V ls fMftVy ;qx esa vkfFkZd lQyrk ,d loZO;kih y{; cu pqdh gS ftls lks'ky ehfM;k ,oa miHkksäkoknh
laL—fr fujarj çcy cukrh gS] ijarq bl y{; dks çkIr djus ds oSèk lkèku vleku :i ls forfjr gSaA ;g vlekurk
^^uokpkj^^ ds :i esa fopyu dks çksRlkfgr djrh gS] tgk¡ O;fä y{; rks ogh j[krk gS ijarq lkèku voSèk pqu ysrk gSA

lnjySaM ds foHksnd laxfr&fl)kar dh –f"V ls lkbcj vijkèk ,d ̂ ^lh[kk gqvk^^ lkekftd O;ogkj gSA MkdZ osc
ds Q+ksje] Vsyhxzke lewg] gSdj leqnk; ;s lc mu ̂ ^fopfyr lewgksâ ^ dh Hkwfedk fuHkkrs gSa tksu dsoy rduhdh dkS'ky]
cfYd vkijkfèkd ewY;ksa ,oa rdZlaxrrkvksa dk Hkh çlkj djrs gSaA bu lewgksa esa lnL;rk dk lekt'kkL= Lo;a esa ,d
egRoiw.kZ 'kksèk&{ks= gSA

bu fl)karksa dks feykdj ns[ksa rks lkbcj vijkèk ,d ,slh ^^fMftVy lkekftd fo—fr^^ ds :i esa mHkjrk gS
tksO;fäxr uSfrd iru ugha cfYd xgu lkekftd&vkfFkZd fo"kerkvksa] laLFkkxr vlQyrkvksa ,oa lkaL—frd ewY;&la?k"kksZa
dk lajpukRed ifj.kke gSA

çLrqr 'kksèk ds fo'ys"k.k ls dbZ egRoiw.kZ fu"d"kZ mHkjrs gSaA lkbcj vijkèk dh mRifÙk dsoy rduhdh dfe;ksa esa
ugha] cfYd mu lkekftd&vkfFkZd fo"kerkvksa esa gS tks fMftVy ;qx esa u, :i èkkj.k djjgh gSaA fMftVy foHkktu 'kgj
vkSj xk¡o ds chp] f'kf{kr vkSj vf'kf{kr ds chp] ;qok vkSj o`) ds chp ,d vleku tksf[ke&ifj–'; mRiUu djrk gS tgk¡
lqj{kk dk cks> mu yksxksa ij lokZfèkd iM+rk gS tks bls mBkus esa lcls de l{ke gSaA

lkbcj vijkèk ds çHkko foÙkh; {kfr rd lhfer ugha gSa] os O;fä ds ekufld LokLF;] lkekftd lacaèkksa ,oa fMftVy
ekè;eksa ij fo'okl dks Hkh xgjkbZ ls u"V djrs gSaA ihfM+r&nks"k dh laL—fr vkSj vi;kZIr dkuwuh&laLFkkxr çfrfØ;k
feydj ,d ,slk okrkoj.k cukrs gSa ftlesa lkbcj vijkèkh vis{kk—r fuHkZ; gksdj dke dj ldrs gSaA bl pØ dks rksM+us
ds fy, dsoy dkuwuh mik; i;kZIr ugha gSa] ,d lexz] cgqLrjh; ,oa lkekftd :i ls laosnu'khy –f"Vdks.k vfuok;Z gSA

bl fo'ys"k.k ds vkèkkj ij fuEufyf[kr uhfrxr lq>ko çLrkfor gSa%

1- fo|ky;hu ikBîØe esa fMftVy lk{kjrk ,oa lkbcj lqj{kk dks vfuok;Z fo"k; ds :i esa lfEefyr fd;k tk, rFkk
LFkkuh; Hkk"kkvksa esa lqj{kk&tkx:drk lkexzh fodflr dh tk,A

2- ofj"B ukxfjdksa ,oa xzkeh.k mi;ksxdrkZvksa ds fy, fo'ks"k fMftVy lk{kjrk vfHk;ku pyk, tk,¡ tks mudh fof'k"V
tksf[ke dks è;ku esa j[kdj fMt+kbu fd, x, gksaA

3- ^^lkbcj lqj{kk fe=^^ tSls lkeqnkf;d dk;ZØe çkjaHk fd, tk,¡ tgk¡ fMftVy&lk{kj ;qok Lo;alsod vius leqnk;
ds vU; lnL;ksa dks tkx:d djsaA

4- jkT;ksa esa fo'ks"k lkbcj vijkèk Fkkuksa dh LFkkiuk dh tk, ,oa iqfyl cy rFkk U;k;ikfydk ds fy, fMftVy
Q‚jsafld ,oa lkbcj vijkèk tk¡p ds fu;fer çf'k{k.k dk;ZØe vk;ksftr fd, tk,¡A

5- lkbcj vijkèk ihfM+rksa ds fy, ,dh—r lgk;rk ç.kkyh fodflr dh tk, ftlesa foÙkh; iqu%çkfIr] dkuwuh lgk;rk
,oa euksoSKkfud ijke'kZ rhuksa ,d gh eap ij miyCèk gksaA

6- ;qokvksa esa lkbcj vijkèk dh ço`fÙk dks jksdus gsrq jkstxkj ds voljksa dk foLrkj ,oa dkS'ky&fodkl dk;ZØeksa dk
lq–<+hdj.k fd;k tk,A lkekftd&vkfFkZd vlekurk dh tM+ksa dks lacksfèkr fd, fcuk dsoy naM&vkèkkfjr uhfr;k¡
vi;kZIr jgsaxhA

7- varjkZ"Vªh; Lrj ij lwpuk&lk>kdj.k ,oa lg;ksx ds ra= dks lq–<+ fd;k tk, rFkk lhekikj lkbcj vijkèkksa ls
fuiVus gsrq f}i{kh; ,oa cgqi{kh; lafèk;ksa dk foLrkj fd;k tk,A

fMftVy ukxfjdrk dk fodkl] uSfrd ewY;ksa dh iquLFkkZiuk ,oa lkekftd ,dtqVrk ;s rhu LraHk feydj gh ,d
lqjf{kr fMftVy lekt dh uhao j[k ldrs gSaA lkbcj vijkèk ls eqfä dksbZ rduhdh leL;k ugha gS] ;g ,d lkekftd
ladYi gSA

MkW- eerk fljekSj oekZ
Page No. 17 - 23



22Impact Factor
SJIF (2026): 8.124

June to August 2026      www.amoghvarta.com
A Double-blind, Peer-reviewed & Referred, Quarterly, Multidiciplinary and

Bilingual Research Journal

ISSN : 2583-3189 (E), 2583-0775 (P)
Year-06, Volume-06, Issue-01

1. Chawki, M. & Al-Dosari, B. (Eds.) (2020) Cybercrime in the 21st Century: Issues and Perspectives.
Cham, Springer Nature Switzerland AG, Gewerbestrasse 11, 6330 Cham, Switzerland.

2. Cross, C. (2020) A Qualitative Study on Cybercrime Reporting. International Journal of Law,
Crime and Justice, 63, 100417.

3. Dupont, B. (2021) The Social Organization of Cybercrime Markets. Criminology & Public Policy,
20(2), 281–305.

4. Goggin, G. & McLelland, M. (Eds.) (2019) The Routledge Companion to Global Cybercrime.
Routledge, Taylor & Francis Group, 2 Park Square, Milton Park, Abingdon, Oxon OX14, Londoan,
United Kingdom.

5. Government of India. (2023) Annual Report 2022–23: Ministry of Electronics and Information
Technology. Ministry of Electronics and Information Technology, Electronics Niketan, 6 CGO Complex,
Lodhi Road, New Delhi 110003, India.

6. Gupta, S. & Sharma, R. (2022) Cybercrime Victimization in India: A Sociological-Demographic Analysis.
Indian Journal of Criminology, 48(2), 112–128.

7. Holt, T. J. & Bossler, A. M. (2020) Cybercrime in Progress: Theory and Prevention of Technology-
Enabled Offenses. Routledge, Taylor & Francis Group, 52 Vanderbilt Avenue, New York.

8. Indian Computer Emergency Response Team (CERT-In) (2024) Annual Report 2023. Ministry of
Electronics and Information Technology, Electronics Niketan, New Delhi.

9. Internet and Mobile Association of India (IAMAI) (2024) Digital India Report 2024. Internet and
Mobile Association of India, 406 Ready Money Terrace, Worli, Mumbai 400018.

10. Jaishankar, K. (Ed.) (2019) Cyber Criminology: Exploring Internet Crimes and Criminal Behavior.
Boca Raton, CRC Press, Florida, USA.

11. Kemp, S. & Miró-Linares, F. (2022) The Geography of Cybercrime: A Systematic Review. Computers
in Human Behavior, 128, 107–125.

12. Kumar, A. & Singh, P. (2023) Digital Divide and Cybercrime Vulnerability in Rural India. Journal of
Rural Studies, 95, 234–246.

13. Kumar, Arvind. (2022) Cyber Apradh: VidhikevamSamajikPariprekshya. Rajkamal Prakashan
Pvt. Ltd., 1-B Netaji Subhash Marg, New Delhi 110002, India.

14. Leukfeldt, E. R., & Holt, T. J. (2022) The Social Organization of Cybercrime Networks. European
Journal of Criminology, 19(3), 321–338.

15. Merton, R. K. (1968) Social Theory and Social Structure (Enlarged Edition) Free Press, 1230
Avenue of the Americas, New York, NY 10020, USA.

16. National Crime Records Bureau (NCRB) (2023) Crime in India 2022: Statistics. Ministry of Home
Affairs, NH-8, Mahipalpur, New Delhi.

17. Ngo, F. T., & Paternoster, R. (2021) Toward an Understanding of Cybercrime Prevention. Justice
Quarterly, 38(4), 567–589.

18. Pandey, Ram Mohan (2023) Cybercrime in India: A Social Analysis. Samajshastra Sameeksha,
45(2), 67–84.

MkW- eerk fljekSj oekZ
Page No. 17 - 23



23Impact Factor
SJIF (2026): 8.124

June to August 2026      www.amoghvarta.com
A Double-blind, Peer-reviewed & Referred, Quarterly, Multidiciplinary and

Bilingual Research Journal

ISSN : 2583-3189 (E), 2583-0775 (P)
Year-06, Volume-06, Issue-01

19. Patchin, J. W. & Hinduja, S. (2021) Cyberbullying among Indian Youth: Prevalence and Impact.
Journal of Adolescent Health, 68(3), 456–463.

20. Reserve Bank of India. (2023) Report on Digital Payment Frauds in India 2022–23. Department
of Payment and Settlement Systems, Reserve Bank of India, SMumbai.

21. Sharma, Rajesh. (2021) Digital Yug Mein Gopniyata aur Suraksha keMudde. Hindi Book Centre,
New Delhi.

22. Sharma, V. & Gupta, N. (2023) Effectiveness of the IT Act in Combating Cybercrime: A Critical
Analysis. Indian Law Review, 7(1), 78–95.

23. Sutherland, E. H. (1947) Principles of Criminology (4th ed.) J. B. Lippincott Company, East
Washington Square, Philadelphia, USA.

24. United Nations Office on Drugs and Crime (UNODC) (2021) Global Report on Cybercrime. United
Nations Publications, Vienna International Centre, Vienna, Austria.

25. Wall, D. S. (2021) Cybercrime and Society (3rd ed.) Sage Publications Ltd., 1 Oliver’s Yard, 55
City Road, London, United Kingdom.

26. Yar, M., & Steinmetz, K. F. (2019) Cybercrime and Society (2nd ed.) Sage Publications Ltd., London.

&&¾¾00¾¾&&

MkW- eerk fljekSj oekZ
Page No. 17 - 23


