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Abstract
Advances in robotics and Al are
ORIGINAL ARTICLE revolutionizing military operations by enhancing

speed, precision, and scalability, yet they
introduce profound ethical challenges including
accountability gapsfor lethal autonomousweapon
systems (LAWS), algorithmic biases causing
civilian harm, over-reliance leading to escalation
risks, dual-use dilemmas, and potential AGI
threats. Drawing on real-world examples from
conflictsin Libya (STM Kargu-2), Gaza (Lavender
and Where’s Daddy systems), Ukraine (drone
swarms in Operation Spiderweb), and Nagorno-
Karabakh (Al drones), the chapter highlightsissues
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I ntroduction

Advancesin RoboticsandArtificia Intelligence (Al) hasmadeit possiblefor their integrationinto
military systems, transforming the nature of warfare, decison making and strategic planning. WhileAl offers
significant operationd advantagesin termsof speed, precisonand sca ability, it aso bringstofore profound
ethical and normative challenges. Thischapter extrapol atesethical theory into real world and futuremilitary
contexts, examining accountability, bias, dua userisksand governancechdlenges. It drawson recent conflicts
in Ukraineand Gazatoillustratethese dilemmas and proposes policy recommendations.

Autonomous Accountability: Who is Liable?

Theintroduction of Al enabled lethd autonomouswegpon systems (LAWS) which, onceactivated can
select and engagetargetswithout human oversight fundamentally compli catestheattribution of respongbility
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for actionsundertaken in war. A significant concern that has been raised in academic discourse and global
forums revolves around ‘whom to be held accountable?” if something goes wrong. Conventional frameworks
of accountability inwar and conflictsare based on chains of command and thedirect involvement of human
agents. Withincreasing involvement of Al systemsin threat assessment, target detection, identification and
engagement decisions, attribution of human liability becomesacentrd ethica problem.

The2020 Libyaconflict,inwhich aTurkish originloitering munition (STM Kargu 2) reportedly operated
without direct human oversght, illustratestheambiguity surrounding respong bility in autonomousengagements.
The autonomousweapon system was programmed to attack even in the abosence of data.connectivity between
the operator and the weapon effectively a truly independent “fire, forget and find” weapon system. Sea
Hunter, atransoceanic U.S. Navy Unmanned SurfaceVessdl (USV) prototype, designed to hunt submarines
similarly raisesconcernsabout who would beliableif autonomousnavigation leadsto astrategic error?.

The ‘Human Factor’ in Al

Thereexistsno bindinginternationa lega framework delineating responsibility inAl enabled combat.
The Geneva Conventions do not directly address autonomous systems and the UN’s Convention on Certain
Conventional Weapons (CCW) discussionsremaininconclusive on the aspect of attributability®. Whilea
requirement for “meaningful human control” over the targeting and engagement of all weapons has been
proposed at the CCW discussions, thereisaview that software and automated systemsin general are coded
and created by humans. Moreover, the decision to use aparticul ar autonomousweapon and activation of its
autonomousfunctionisultimately authorised and controlled by ahuman and thus could be seen asaform of
human control. Whilethis could be acceptablein non letha situations, ethicistsarguethat thedecisonto use
violent force which could result in human casualties, require human intheloop to assessthe situation and
evaluate the necessity to engage a weapon on a target — in essence, someone who can be apportioned moral
and legal responsibility for the consequencesof that decision.

Intheabsence of ahumaninthelooptill thefina target engagement phasg, it could otherwisebeargued
that the accountability lies distributed between a multitude of human actors which include: the developer —
who has designed and manufactured the system, the operator —who has activated the system, the commander
—who has issued the orders to use the system, or the state —who has procured the system to be put in use.
However, it has been counter argued that, taking into account the machine’s self learning ability, humans may
lack sufficient control or awarenessof Al behaviour and hence cannot be hel d responsiblefor the consequences.

‘Command Responsibility’ in Autonomous Systems

Notwithstanding the above argument, one sol ution that frequently emergesto addressresponsibility
gaps in Al weapon systems is the concept of ‘command responsibility’, wherein military leaders overseeing or
ordering deployment of Al enabled autonomous weapons may be held responsi ble becausethey perform a
supervisory roleover the (subordinate) Al system. Thedoctrineof command respons bility ispart of cusomary
international law, ascodified inArticle 28 of the Rome Statute of the International Crimina Court (ICC) and
Article 86—87 Additional Protocol | to the Geneva Conventions.* Thedoctrine holdsmilitary leaderscrimindly
respons blefor crimescommitted by forcesunder their effective authority and control, constituting aform of
liability for omissionsrelated to the acts of subordinates.

Although theviability of applying the doctrine of command responsibility to scenariosinvolving
‘autonomous and artificial subordinates” has come under lot of debate, ethically, the application may seem
plausible, ascommanders are generally considered responsible for adverse outcomes caused by human
subordinates, despitethese subordinates often having significant discretionary power. The adaptation of the
concept of command responsg bility, to addressnew chalengesinvolving artificid entities, thereforemay make
sensefrom an ethical and lega standpoint.
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BIAS, Civilian Harm and Algorithmic Mig udgement

Al models, especially those reliant on machinelearning are susceptibleto biasesembedded in their
training dataand dgorithmic designs. Inthemilitary context, biased or incomplete datasetsand flawed dgorithms
can produce catastrophi ¢ humanitarian consequences. Such dgorithmic biases present deegply ethica concerns:
if afacial recognition systemismorelikely to flag certain ethnic groups asthreats dueto flawed data or
deliberately induced bi ases, the resulting harm coul d be systematic and grievous. Algorithmic biasthreatens
core principlesof proportionality under International Humanitarian Law, especialy when opague systems
automatelifeor death decisionswithout human oversight.®

Duringthelsrael Gazaconflict, Al sysemswerewidely used by Isragli Defence Forces(IDF) to profile
individual sastargets based on behavioural patternssuch asfrequent SIM changes, resulting in unverified
strikes®. Thelsraeli Defence Forces, a so reportedly used an Al Decision Support System (Al DSS) in Gaza,
known as the ‘Lavender’, which uses Facial Recognition Techniques (FRT) to identify targets based on their
facial features. Another Al system called “Where’s Daddy?” was used to track suspected militants and signalled
tothelsradi military whenthey entered their home, marking it for bombing evenwhen family memberswere
present. These Al based systems are reportedly operated by the IDF’s elite intelligence Unit 8200.” Similar
reports have also emerged in Russia — Ukraine conflict, where drone based visual recognition systems
misclassified civiliansdueto flawed imagery inputs®.

Civilian casuatieshavelong been aharshredlity of warfare, but Al driven operationsadd alayer of
opacity and scde. Automated targeting syssemsaretouted for their precision, but errorssuch asmisclassifying
civilianinfrastructures such asaschool or hospita asatarget can have catastrophic outcomes when they
occur at machine speed. Therefore, mandating meaningful human control and oversight —guided by situational
awareness and ethical reasoning isessentid for responsible deployment.

Thecomplexity of modern battlefields, characterised by blurred enemy lines, extension of thebattlespace
into urban centres, amorphous actorsand information overload, placesAl systemsat risk of makingincorrect
decisionswhen faced with untrained scenarios. Worse, adversaries may resort to Al mani pul ation through
deception (a tactic known as “data poisoning), causing it to misclassify targets with catastrophic consequences.
Thesevulnerabilitieshighlight the urgent need for Al enabled military systemsto undergo rigoroustestsin
simulated combat scenarios, include robust error reporting mechani smsand operate under persistent human
oversght.

Over Reliance on Al and Decision Making Risks

Al systems can compress decision timelines and reduce the fog of war, but over reliance on these
systemsrisks strategic migjudgements and may unintentionally escal ate the conflict. Ina2024 wargame
simulation mode designed by Stanford University to eval uatethe escal ation risk of Large Language Modd
(LLM) based Al agents, it wasfound that al modelsshow formsof esca ation and difficult to predict escalation
patternsthat |ead to greater conflict and, in some cases, the use of nuclear weapons. It also emerged that the
only model that did not undergo reinforcement learning with human feedback asafety techniqueto align
modelsto humaningtructions, presented the most esca atory and unpredi ctable decisions’.

The risk of migudgement is accentuated especially in time critical situations when algorithmic
recommendations by Al DSS can lead to automation bias, where humans defer to the machine’s automated
recommendationswhileignoring empirical dataor intelligencethat may suggest the opposite. In Ukraine,
whilel SR systemshaveimproved battl efiel d awareness, thereisgrowing concern over automation biaswhere
operatorsincreasingly tend to rely too heavily on a gorithmic outputs'®.

Delegating critica decidonsto opaqued gorithmscan erodethe capacity for humanjudgmentinmordly
chdlenging stuationsand aso provideandibi for non complicity in potentidly unethica actions. AsAl enabled
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warfarebecomesthenorm, thereisarisk that violencebecomes normalised and morally distanced, making it
ead er for commandersand operatorsto disassociate from themoral and ethical consequencesof their actions.

Itistherefore, crucia not only to consider thetechnical robustnessof Al systemsbut alsoto maintain
and strengthentheethical frameworksthat governtheir use. Policymakersand military leeders should proceed
with utmost caution when confronted with proposalsto use LLMsand LLM based agentsin military decision
making. Democratic nations abiding by humanitarian valuesand internationa law must lead theway to ensure
that over relianceon Al doesnot comeat the expense of rigorous oversight, meaningful accountability and the
preservation of humanitarian va ueseven if thismeans sacrificing somedegree of efficiency.

Dual Use Dilemmas and Governance Problems

Many Al technologies, including largelanguage models, have dua use potential. GPT based systems
have demongtrated utility in cyber operationsand Strategic planning, raising concernsabout repurposing divilian
technol ogiesfor military endsand viceversal. Systemsrelyingonfacid recognition, gait andysisand predictive
behavioura algorithms, while developed for military or nationa security purposes, areincreasingly finding
gpplicationsinthecivilian domain. Thetransgression of Al systemsfrom battlefield to civilian society raises
urgent concernsabout dua usetechnol ogies: toolsoriginaly desgned for defenceor inteligencethat arelater
adopted for peacetimelaw enforcement, public administration, or commercid surveillance.

No global mechanism existsto monitor dua usetrangitions. Current international law and arms control
treatieswerelargely designed with traditiona weaponsin mind. Therapid devel opment and adaptability of Al
outpaced theseframeworks, leaving significant gapsin oversight and accountability. Moreover, thereisno
globa consensuson which Al capabilitiesshould berestricted, how theserestrictions should beenforced, or
what condtitutes|egitimate military versusillicit usein emerging domainssuch ascyber and autonomous systems.
Inthe absence of strict legal constraints, Al enabled battlefield surveillancetool s could be repurposed to
monitor political opponents, media personnel, or minority communities. Numerous global examples,
from Ethiopia to Myanmar, illustrate how defenceAl systems, can becomeinstrumentsof authoritarian
governance. Thereisalso aprofound psychological toll on civiliansliving under persistent Al powered
survellance.

Theragpid commercialisation and easy access of open sourceAl technologiesfurther raisestherisk that
advanced systems, originally devel oped for benign purposes could be repurposed for military use by state
and non state actorsalike. In some cases, state and commercid entities may unintentionally contributeto the
proliferation of Al enabled military capabilitiesamong unauthorised actors, undermining effortsto contain
escalation and maintain ethical sandards.

Addressing thesechdlengesrequiresnove governancemechanismstail ored to the specific characteristics
of Al. Theseincluderobust lifecydeauditing, trangparency requirements, reporting mechanismsand internationa
agreements on the development and use of military Al. Such frameworks must be adaptive, capable of
evolving astechnol ogy doesand involveinput from awiderange of stakeholders, including ethica watchers,
developers, practitionersand civil society.

AGI Risks, Control Mechanisms and “Kill Switch’ Ethics

Current military Al syslemsarenarrow in scope, performing designated taskswith precision. Asmilitary
organizationsaggressvely investinartificid intelligence, thepossibility of deve opingArtifidd Generd Intdligence
(AGI) Al systemsthat rival or surpass human intelligence presents anew spectrum of ethical and security
risks. Unlike current Al systems, AGI systems may exceed human reasoning and devel op independent
operaiond drategies. If suchasystem weredepl oyed militarily, the potentia for unintended escalation, misson
drift, or catastrophic decision making would rise sharply. Should suchanAGI system take actions beyond
human intent, its speed, unpredictability and autonomy may preclude any effortsto regain control, posing
exigentid risksin conflictsinvolving states possessing weapons of massdestruction.
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Thefutureof AGI remansuncertain, but strategic planning and internationa cooperation could help
minimize risks and guide the development of these technologies in a safe direction. The concept of a “kill
switch” a manual override to disable rogue systems becomes imperative. It will be necessary to have failsafe
architecturesthat requiremulti factor, multi level human authorizationfor dl critica operations, enmeshed with
hardwired protocol s enabling human operatorsto immediately disable or quarantineAGI systems, if risk
thresholdsare breached.

However, these measuresare fraught with both technical and ethical complexities. Overly stringent kil
switch protocols might render systemsvul nerableto expl oitation by adversaries. Defining the exact point at
which a “kill switch” is ethically justified relies on transparent criteria, moral judgment and international
consensus.®? Ethical questionsal so arise around timing, legitimacy and proportionality in activating these
controls.** Overusing suchtool scould diminish thestrategi c advantage of autonomoussystems, whileunderusing
them posesrisk of unintended harm. Designing kill switches, thereforeinvol ves navigating atrade off between
human dignity and operational necessity abalance that must be grounded in robust legal frameworks and
ethica reasoning.

Ethical Reflections on Recent Conflict Practices

|sradl Hamas: Al Enabled Targeting and Civilian Harm: Intherecent Isreal Hamasconflict, Al
powered systems such as “Lavender” “Gospel and “Where’s Daddy” have been employed to generate target
lists, automate target acquisition and threat prioritization. UsingAl DSS, Isragli forcesgenerated real time
target listsand assessments, based on massive surveillance dataaming to increase operationa precision.™
Whileit hasbeen contended that thisenhances di scriminati on between combatantsand civilians, independent
observersand humanitarian organizations havera sed concerns stating that theuse of Al hasintensified civilian
casudties. Thisisplausible, asrapid, agorithm driven strikes diminish opportunitiesfor human review and
proportionaity assessments, risking accidental or disproportionate harmto civilian popul ations.

Human rightsgroups have documented caseswhere alleged a gorithmic migudgementshaveled to
ggnificant civilian casuatiesand infrastructureloss, highlighting theethica imperativefor strict oversight of Al
augmented targeting.”® UN Secretary Genera Antonio Guterresspecifically condemned thedel egation of life
and death decisionsto agorithms, highlighting the ethical and legal dangersof Al usein densely popul ated
aressthat resulted inlarge scdecivilian casudties.’

The absence of transparent auditing and external review mechanismshampers public trust and post
conflict accountability. Theseeventsunderscoretherisk that, even whereAl isjustified asenhancing operationd
efficency, itsdeployment can dramati cally erode humanitarian protectionsin war, particularly when meaningful
human oversight issacrificed.

Russia Ukraine: Autonomous Weapons, Escalation and Oversight Gaps

The RussiaUkraineconflict hasfeatured extensive use of Al enabled technol ogies, from droneswarms
to automated surveillance and targeting platforms. Both sides have depl oyed advanced machinelearning
agorithmsfor red timebattlefiel d intelligence and autonomous reconnai ssance, which have offered apparent
tactical advantagesbut also rai sed seriousethica concernsamidst reportsof Al based systemsthat identify
and prioritizetargetswithout sufficient human vetting, sometimesresulting in strikesagaingt misclassified or
ambiguousobjects.

While Ukraine publicly emphasizes “human in the loop” oversight, in practice the speed and complexity
of battlefield decisonshave often led to Al systemstaking over targeting functions, sparking concerns about
trangparency and compliancewith humanitarianlaw. Ukrainian officialsand researchersadmit that efficiency
sometimesoutweighsethica consderationsand regul atory frameworksoften lag behind wartimeinnovation.Y

During “‘Operation Spiderweb’, Ukranian drones upon losing signal, switched to performing a mission
using artificid intelligencereportedly destroying or damaging 41 Russian aircraft on ground. Such capabilities
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whileshowcasingthepotentid of Al for high precision, highimpact operations, also highlight escaation risks,
particularly if Al misjudges ambiguoustargets|eading to catastrophic consequences and in aworst case
scenario —a nuclear response if the victim’s tolerance threshold is breached.

Ukraine’s experiences highlight both the tactical advantages and the urgent regulatory and moral dilemmas
attending themilitary useof Al. Internationda observershavecaled for external monitoring of such technologies
and the establishment of normsto ensurethat their usedoes not eclipse humanitarian and ethica restraints.

Armenia Azerbaijan: Al Enabled Drones and Asymmetric Warfare

The 2020 Nagorno Karabakh war between Armeniaand Azerbaijan signalled the entrance of Al
asssted warfarein smaller scaleregional disputes. Reportsindicate both sides used autonomousdronesand
facia recognition tools, in conjunction with cyber operationsdemonstrating the profound impact Al powered
drones could have on regional conflicts. Azerbaijan deployed Israeli made Harop | oitering munitionsand
Turkish Bayraktar TB2 drones, leveraging Al for target identification and precision strikes. These drones
conducted autonomous attacks against high value Armenian military assets, often with little or no human
intervention at themoment of engagement.’®

Therapid deployment of Al sysemswithout robust oversight mechanismsexemplifieshow technol ogica
diffusion canoutpaceethica andlegd controls. The operationa opacity of such sysemshavemadeit difficult
to assessthetrueextent of civilian harm and exposesagovernancegap on how emergingAl military technologies
aremonitored and regulated i n active conflict zones.

These recent conflicts underscore the urgent need for transparent governance, robust auditing and
independent oversight to ensurethat advancesin military Al areaigned withinternational humanitarian law
and ethica norms. Risks of misclassification, indiscriminate targeting, rapid escal ation rai se serious ethical
guestions surrounding proportionality, target discretion and human oversight.

Conclusion and Recommendations

Recent trendsin warfare demonstrate that military Al isalready reshaping theethical and strategic
landscape of modern warfare, often with profound, sometimes unanti cipated, humanitarian consequences.
Whilethesetechnol ogiescanincrease operationa efficiency and reducedirect risk tomilitary personnd, they
a sointroducesignificant new dangers: loss of meaningful human oversight, heightened risk of civilian harm,
escalation of violenceand persistent gapsin accountability and transparency.

Therespons bleintegration of Al intomilitary operationsdemandsongoing dial ogueamong technologists,
ethicists, policymakersand civil society. Key recommendationsthat need to be addressed to harnessthe
benefitsof military Al whileminimizingitsrisksto globa security and human dignity, are summarised bel ow:

Maintain M eaningful Human Control: Al sysemsshoul d never operatewithout persstent, explainable
human oversight, especially in decisions involving lethal force. The principle of “human in the loop” must be
rigorously enforced to prevent automation biasand maintain mora authority. Mandating meaningful human
control and oversight — guided by situational awareness and ethical reasoning is essential for responsible
deployment.

(@ EnhanceTransparency and Accountability: MilitariesdeployingAl must establish robugt, auditable
mechanismsfor tracking a gorithmic decisionsand their humanitarianimpacts. Independent externa
review and transparent reporting are essentia to hold al actorsdevel opers, commandersand operators
accountablefor Al driven actions. The adaptation of the concept of command responsibility, to address
new chdlengesinvolving artificia entities, gppearslogica from an ethical and legal standpoint.

(b) Srengthen International Gover nance: Globa normsand legdly binding agreementsare urgently
needed to regul ate the devel opment, export and use of military Al. Existing frameworks such asthe
Geneva Conventions and Arms Trade Treaty should be updated to explicitly address the unique
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(d)

challenges posed by autonomous and Al enabled weapon systems. Such frameworksmust be adaptive,
capableof evolving astechnol ogy doesand involveinput from awiderange of stakeholders, including
ethica watchers, developers, practitionersand civil society.

Invest in Ethical Auditingand Testing: Al systemsused in military contextsmust undergo rigorous
testsin simul ated combat scenarios and pre deployment ethical auditsto identify and mitigate biases,
errors and potential for misuse. It must be ensured that advancesin military Al are aligned with
internationa humanitarian law and ethica norms.

Protect Civilian Populations. Military plannersmust prioritizetheprotection of civiliansinthedesign,
deployment and eva uation of Al systems, ensuring that technol ogical advancesdo not comeat the cost
of fundamental humanitarian principles. Overarching principlesof humanitarian val uesandinternationa

law must prevail to ensure that advancesin military Al areaigned with international humanitarianlaw
and ethical norms, evenif thismeans sacrificing somedegreeof efficiency.

Aslndiaprogressively transformsits strategic posture under Viksit Bharat @2047, it must embed

ethica principlesin Defence planning. Thischapter underscoresthat whilerapid advancementsin autonomous
warfighting systems poses new challenges, asarespons ble demaocracy upholding ethica and mord values,
Indiamust |ead theway to ensurethat military Al remainsaigned with principlesof justice, accountability and
humandignity.
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