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Abstract
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microchip, computers, miniaturisation, digital
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an increased dependence on information
infrastructure and management of information.
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Introduction

“Those skilled in war subdue the enemy’s army without battle. They capture his cities without assaulting
them and overthrow his state without protracted operations.” -Sun Tzu, The Art of War

Today, withthehelp of theInternet, it isfeas ble to accessinformation acrosstheworl d. Such thorough
accessi bility hasmadeit possibleto assault information infrastructure and information rel ated systemsfrom
outs dethegeographic boundaries of any nation. Theprimary perpetrator may beanindividua, an organisation,
anon-state actor, or anation-state. The change has been the swiftness at whichinformation could be handled
indl phasesof itsprocessing, acquisition, codition, synthes's, analys's, dissemination, Sorageand denid. This
awareness of the susceptibility of information systemsgaveriseto theideaof information warfare. It can be
executed with precision and letha ity both during peace and war. Chinese military officershavewritten that
knowledge war and information operations clearly provide away that weaker forces can compete with
stronger forcesinfuture.
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What is Information Warfare?

The concept of term “Information Warfare” is enormous. Information warfare is hostile activity
concentrating against any part of the knowledge and belief systems of an adversary. Different authors of
Information Warfarerelated publicationswill probably produce different definitions of what constitutes
informationwarfare. Somewill probably substituteinformation warfarefor termssuch asinformation operations,
information-age warfare, cyberwar, network and knowledgewarfare or knowledge-based warfare. Inthe
Indian Air Force doctrine, Information Warfare is defined as, “The effective use and protection of the information
infrastructure from adversaries’ attack and the capability of degrading, corrupting and destroying the information
infrastructure of the adversary.”

Information Warfare seeksto influence the behaviour of target decision-makersor audiencesthrough
theuseof information andinformation systems. Conversdly, it dso seeksto shied or defend friendly decison-
makers or audiences from being unduly influenced by a target’s use of information or information systems.
Thisisnodifferent from the exerciseof the other formsof nationa power, bediplomatic, military or economic.
In thisinstancethe meansisinformation, but the resulting outcomeisthe same. Thisuseof informationis
frequently referred to as “soft-power” or “non-kinetic” as contrasted with the military use of kinetic means to
physicaly attack atarget. However, Information Warfarea so coversactivitiesto disrupt, degradeor destroy
enemy information systems. Thisindudesphysicd destruction. Isolating anenemy decision-maker by diminating
hisability to command and control hisforcesiscertainly ameansof influencing hisbehaviour. Thefocus of
Information Warfare (IW) is on “adversary decision-makers” or “adversary decision-making processes.”

Today, informationisitsdf aweaponand target. Theability to Observe, Orient, Decideand Act (OODA)
faster and more effectively than an adversary is a key part of the equation. Often times affecting the target’s
decision cycle isa means of influencing target behaviour. Reducing an adversary’s ability to make timely and
efficient decisionswill degradehisuseof initiativeor hisresponsetofriendly military action. Actionmust dso
betakento protect friendly information and information systemsfrom disruption. Any network-enableforce
relies on these systemsto maintain situational awareness and to command and control itsforces. These
protective actionsare not planned to prevent the unrestricted flow of information vital to the organisation.
They are intended to prevent a target’s manipulation power of information or attacks on information systems
from being effective. Information Warfare is like a mental chess game. It involve anticipating an opponent’s
movesto manipul ate our information centers of gravity while at the sametimeattempting to protect our own
centresof gravity.

I nformation Environment

All Information Warfareactivitiesoccur within thebroader context of aninformationenvironment. Itis
theaggregateof individudss, organisationsand systemsthat collect, process, disseminateor act oninformation.
Thisenvironment consists of threeinterrel ated dimensions, which continuoudy interact with individuals,
organizationsand systems. Thisenvironment recognisesthecritica rolethat information andinformation sysems
play in today’s advanced societies. This environment pervades and transcends the boundaries of land, sea, air
and space. Withinthisenvironment exist threeconceptud dimensionsnamdy physicd, information and cognitive.

»  Thephysicd dimensonisthetangiblered world. Itiscomposed of command and control systems, key
decis on makersand supporting infrastructurethat enableindividua sand organizationsto creste effects.
It isthedimensionwheremilitary operationstake place withintheland, sea, air and space environments.
Information and communi cationssystemsexist within thisdimens on to enabl e these operationsto take
place.

»  Theinformation dimensioniswhereinformationiscreated, manipulated, shared and Sored. Thisjoins
thephysical rea world with the human consciousness of the cognitive dimension both asasource of
input and to convey output.
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»  Thecognitivereamincludesthethought process of thosewho delivers, recelve and react to or act on
information. Hereiswheretheindividual processesthe ascertained informationin relation to aset of
rules, beliefs, cultureand ethos. Theseattributes act asahuman perception to arrangetheinformation
and provide a sense of meaning. The information is evaluated and to form decisions which are
communicated back through the information dimension to the physical world. It should be noted that
the cognitivedimens on cannot bedirectly atacked but must beinfluencedindirectly through the physica
andinformation dimensions.

Thefriendly decision cycle can bemadein relation to thetarget using thesethree domains. However,
thiswill requirel SR of adversary and management of own decision cycle. Theactionsrequireto execute both
these activities, targeting adversary information system and protecting own information systemisinformation
operations.

> Intdligence, Surveillance, and Reconnaissance (I SR): ISR arethose operations of sensors, assets
and processing, expl oitation and dissemination systemsto gain informati on and knowl edge concerning
atarget. Thefocusisdtrictly ontarget information and information systems.

» Information Management (IM): IM activities seek to providetheright information to theright
individua at theright timein ausableformto facilitate Stuational understanding and decis on-making.
Thefocusison friendly information and information systems.

» Information Operations(1O): Thethird typeof activity relatesto both friendly and target decision
cycles. TheseactivitiesareInformation Operations (10).

»  Condderingthesethreesetsof activitiesasawhol eyiddsInformation Superiority which, when achieved,
resultsinadegree of dominancein theinformation domain permitting the conduct of operationswithout
effectiveoppostion.

Conclusion

Information haslong been akey part of human rivary. Thosewith abetter ability to collect, understand,
control and useinformation have aways had acons derabl e advantage on the battlefield. From theinitial
recorded battlesto themaost recent military operations, history isfull of examplesof how theright information
at theright time hasinfluenced military struggles. Now information isbecoming moreaccessiblein adigita
format, and it entailsincreasingly powerful computational processeswhich alows completely new formsof
military activitiesthat will requirenew organizations, activities, skillsand mandates. Somemilitary theoreticians
and practionersclaim tha information hasemerged asfourth factor in addition to thethreetraditiona operationa
factors. Information war istheemerging theaire. Theinformationwar hastheability to act asaforcemultiplier
to change conventional superiority and gaining absol uteinformation dominance. The defence establishment
and the society asawhole, ismoving rapidly to take benefit of the new opportunities presented by the current
changes. Therefore, information must befully considered by commandersand leaders, in every sphere, at dl
levels.
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